RESOLUTION NO. (s(r- 20

CITY OF CENTERVILLE, OHIO

_
S%)NSORED BY COUNCILMEMBER /VN/" Aﬂquf ON
THE _§ ZIDAY OF Jc fgb¢s, 2020. /

RESOLUTION AUTHORIZING THE CITY MANAGER TO ENTER
INTO AN AGREEMENT FOR MANAGED CYBER SECURITY
SERVICES AND HARDWARE WITH SECURE CYBER DEFENSE.

WHEREAS, the City of Centerville has been improving and updating its
information technology (IT) systems in the City; and

WHEREAS, the City of Centerville has been desirous of obtaining
professional managed IT cybersecurity training services; and

WHEREAS, Secure Cyber Defense provides such managed cybersecurity
Services, including hardware products; and

WHEREAS, the Ohio Revised Code recognizes exceptions to competitive
bidding for professional services and for purchases related to IT that are proprietary
or limited to a sole source; and

WHEREAS, the City desires to utilize Secure Cyber Defense for
assistance in the carrying out other services, for the City with regards to all of the
City’s IT requirements; and

WHEREAS, Secure Cyber Defense has unique knowledge of such
Technological Services, Professional Services, Products and Software; and has a
demonstrated ability to assist in accomplishing the objectives of the City.

NOW, THEREFORE, BE IT RESOLVED BY THE COUNCIL OF
THE CITY OF CENTERVILLE, MONTGOMERY COUNTY, OHIO, AS
FOLLOWS:

Section 1. The City hereby agrees to authorize the City Manager to enter into
an Agreement with Secure Cyber Defense, a copy of the Agreement attached hereto
as Exhibit “A™ and incorporated herein on behalf of the City of Centerville.

Section 2. This Resolution shall be in full force and effect at the earliest date
allowed by law.




PASSED THIS 5 A dayof [ foder 20

ayor of the City of Center#ille, Ohio

ATTEST:

/%

‘Clerk of Council
City of Centerville, Ohio

CERTIFICATE

The undersigned, Clerk of Council of the City of Centerville, Ohio, hereby

certifies the foregoing to be a true and correct copy of Resolution No.

bl - 209 . passed by the Council of the City of Centerville, Ohio on the
S day of _Qetebes 2020,

@M'

Clerk of Council

Approved as to form, consistency
with existing ordinances, the
charter & constitutional provisions
Department of Law

Scott A. Liberman

Municipal Attorney
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We have prepared a quote for you

Managed Cyber Security Services

Quote # 000801
Version 1

Prepared for:

City Of Centerville

Larry Rover
Irover@centervilleohio.gov



1390 Vanguard Blvd
Miamisburg, OH 45342
www.secdef.com
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SECURECYBER

(937) 388-4405

Friday, September 04, 2020

City Of Centerville

Larry Rover

100 W. Spring Valley Rd.
Centerville, OH 45458
Irover@centervilleohio.gov

Dear Larry,

Thank you so much for allowing us to send you this proposal today. | have listed our managed MDR, SIEM, FortiEDR, FortiMall,
and ConnectWise Automate with ThirdWall. The only thing | don't have listed on here is the hardware and costs associated with
that. | am in the process of finalizing the specs for those and will get those out to you as soon as | have the pricing. If you need any
of these services wrapped up into a monthly cost instead of upfront, | can do that as well. Just let me know what works best for
you and | can adjust that. Thank you again and let me know if you have any questions.

By

Kyle Zech

Secure Cyber Defense
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Managed Cyber Security Services

Description Price = Qty Ext. Price

Managed Detection and Response $30,000.00 1 $30,000.00

- 24x7 Monitoring in our Cyber Intelligence Center- 1 Year

- Monitoring of 301E in HA (pair) or 200D in HA (pair) until 200D are
replaced

- Configuration Backups

- Firewall Health Monitoring

- Rule and Configuration Changes

- 7 Days of Log Retention (Used for Weekly Reports)

- Weekly Firewall Status Reports

- Firmware Updates

- Alerts for Critical Firewall Activity

- Responding to Alerts and Investigation of Intrusion Alarms
- Initiating Proactive Blocking of Threats

FortiEDR License with Responder Add-on $80.00 [ 200 $16,000.00
FortiEDR License with Responder Add-on: FortiEDR Predict and Protect
subscription -

1 Year FortiEDR Predict and Protect subscription for 200 assets:
Prevention and Protection - NGAV pre-infection protection, post-infection
real-time protection; Asset Discovery and Attack Surface Complete
Managed Detection and Response Services

1 Year Premium Managed Detection and Response Services for 200
assets: 24x7 threat monitoring and incident triage Email notifications,
Quarterly and Annual threat intelligence. Includes investigation, escalation
and access to the Secure Cyber Defense Cyber Intelligence Center.

*Anything past 200 devices is $90/year per device
Hosted FortiMail $60.00 | 170 $10,200.00
Hosted FortiMail Service- 1 Year

SCD Hosted FortiMail - Enterprise Edition Includes the following email
filtering services: = Antispam e Antivirus « Outbreak Protection

Managed FortiMail for 170 mailboxes.

SCD will advise on correct DNS settings that facilitate secure email
transfer and 0365 best practices
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Managed Cyber Security Services

SECURECYBER

Description Price  Qty Ext. Price
SCD Agent $48.00 | 200 $9,600.00
SCD Agent
-Connectwise Automate Plus ThirdWall
*1 year commitment to service
$3,000.00 1 $3,000.00

1 Year Managed Switch for HA Fortigates
Extending security fabric to essential switches at the (HA FortiGates)

Subtotal: $68,800.00
Hardware
Description Price Qty Ext. Price
Fortinet FortiGate 301E Network Security/Firewall Appliance - 16 Port - $18,428.85 2 $36,857.70
1000Base-T, 1000Base-X - Gigabit Ethernet - AES (256-bit), SHA-256, AES (128-
bit) - 16 x RJ-45 - 16 Total Expansion Slots - 1U - Rack-mountable
Fortinet FortiSwitch 448E-POE Ethernet Switch - 48 Ports - Manageable - 3 $2,595.04 2 $5,190.08
Layer Supported - Modular - 421 W PoE Budget - Twisted Pair, Optical Fiber -
PoE Ports - 1U High - Rack-mountable
FortiSwitch-448E-POE 3 Year 24x7 FortiCare Contract $990.83 2 $1,981.66

Subtotal: $44,029.44

r_
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SECURECYBER

Managed Cyber Security Services

Prepared by: Prepared for: Quote Information:
(ﬁ Secure Cyber Defense City Of Centerville Quote #: 000801
SECU '§:”.“‘f Kyle Zech 100 W. Spring Valley Rd. Version: 1
> 937-742-4153 Centerville, OH 45458 Delivery Date: 09/04/2020
E kzech@secdef.com Larry Rover Expiration Date: 09/23/2020

(937) 428-4722
Irover@centervilleohio.gov

Quote Summary

Description Amount
Managed Cyber Security Services $68,800.00
Hardware $44,029.44

Total: $112,829.44

Taxes, shipping, handling and other fees may apply. We reserve the right to cancel orders arising from pricing or other errors.

Secure Cyber Defense City Of Centerville
Signature: H,M[L-M Signature:
[ "
Name: Kyle Zech Name:
Title: Date:
Date: 09/04/2020
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